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A Reflection on what was Learned in the Healthcare IT Security Course
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Healthcare IT Security Market and Specializations
	A healthcare IT security professional can specialize in several domains on healthcare IT security. Some of them include; cyber-security specialist, Data Security administrator, Health data security analyst, and Computer specialist among others. Some of the responsibilities as a cyber-security specialist, for instance, include; developing, updating, and implementing security measures and controls, providing technical support and monitoring security accesses, performing regular external and internal security audits, securing information systems and digital files and protecting them from unauthorized tampering and accesses, engaging in the analysis of the sources of security breaches. An information security manager, on the other hand, can perform actions such as providing security-awareness training to staff, coordinating security measures, and informing management about security vulnerabilities among others.
As a computer specialist, on the other hand, the healthcare IT security expert can further specialize to either be a user support specialist or a network support specialist. A computer network support specialist performs duties such as testing and evaluating existing network systems, performing regular security-based maintenance to make sure that networks operate as desired, and troubleshooting internet systems, Wide Area Networks (WANs), and Local Area Networks (LANs). The user support specialist is tasked with duties such as training healthcare professionals on how to securely use computer hardware and software, diagnose and solve user problems, and assist them in installing software among others.
As a data security administrator, a healthcare IT security expert is tasked with duties related to operating and configuring access control systems. To this end, the expert can perform duties such as setting up user accounts and system processes in line with the parameters of the system and the design and implementation of technical policies in which user groups need to adhere to. Also, the administrator is tasked with administering healthcare organizational units and groups in the system to be in line with teams and business units that require the same access levels, auditing accesses of users as well as their activities as depicted in the log files, and address account exceptions such as forgotten passwords, setup, deactivations, and lockouts.


Attributes Required in Healthcare IT Security Field
Technical Skills
	Technical skills are essential for cyber-security practitioners to gain any credibility in the field (Haney, Lutters, 2017). The technical skills that are needed depend on the domain specialization a healthcare IT security professionals will take. A healthcare data security analyst, for instance, needs to possess skills such as data mining, database design, analytical skills, database management, and statistical analysis among others.
Soft Skills
Apart from technical skills, soft skills such as communication skills are essential for IT professionals (Huang, Kvasny, Joshi, Trauth, & Mahar, 2009). This is because IT security professionals have to “sell” their ideas and knowledge to a less technical audience who commonly have a negative perception of security (Haney Lutters, 2017, p. 3).
IT security specialists need to display suitable personal attributes such as being collaborative. This is because the IT security field is sometimes complex and dynamic and individuals often don’t have all the answers to the problem by themselves (Haney and Lutters, 2017). Collective expertise, which depends on collaborative attributes, is thus inevitable in such situations. Also, context awareness is important in for cyber-security specialist. It involves recognizing that different groups might have different challenges, strengths, and values which need to be considered while engaging with them. Other essential personal attributes include; humility, honesty, technical competency, good work ethic, flexibility, persistence, loyalty, problem-solving skills, and the ability to harmoniously work with other people.


How I was prepared by the MSIS Program
	The MSIS course has inculcated in me a lot of technical skills that are needed in the job market. I have been provided with competencies related to cyber-security such as how to perform the investigation, design, implementation, and troubleshooting emerging security and network technologies. I have also learned how to assess healthcare infrastructure for emerging security solutions and exposed to new practical skills related to exceptional performance in careers such as technical management, security administrator, and network operations manager among others. Additionally, I have gained insights into matters related to the management of the emerging information technology, Business Architecture, Database Management Systems, and Applied Information Systems Architecture. I have, furthermore, been equipped with knowledge related to Information Systems Management (ISM). On this regard, I have learned skills such as practical applications of IT in the workplace.
	The program has also provided me with essential soft skills for my improvement and readiness in the job market. For instance, I have learned the essence of effective communication skills and good personal attributes such as good work ethic, persistence, technical competency, problem-solving skills, flexibility, honesty, loyalty, and humility. I have also learned how to harmoniously work with other people through the encouragement of teamwork on some assignments and projects. As already mentioned, the cyber-security field is sometimes complex and dynamic and individuals often don’t have all the answers to the problem by themselves (Haney and Lutters, 2017). The skills I have gained from this program is, therefore, important when I enter the job market. Another skill I have learned is critical and creative thinking skills from complex projects and assignments which required creativity, and the ability not only focus on a single path to an outcome, but also on different ways in which it could be achieved.
Evolution of the Job Market
	The demand for IT security has been increasing unprecedentedly in recent years. Cyber-security has been being given cyber-security which leads to major risks to businesses, nations, and individuals (Fourie et al, 2014). This implies that there’s a shortage in cyber-security professionals which, as asserted by Evans and Reeder (2010, p.1), has resulted in a “human capital crisis”. Jobs related to cyber-security has been increasing and in a study conducted by California Community Colleges Centers of Excellence for Labor Market Research (CEC) (2018), more than 60% of employers reported finding qualified cyber-security employees a challenge. There is also a trend toward hiring professionals with security certifications as reported by more than 75% of defense contractors in the CEC study.
	To remain competitive in the job market, firstly, I would ensure I gain certifications such as the Healthcare Information Security and Privacy Practitioner (HCISPP), Certified Information System Security Professional (CISSP), Certified Information Security Manager (CISM), and Certified Information Systems Auditor (CISA) among others. This is because, as mentioned earlier, most cyber-security defense contractors consider these certifications while hiring. I will also try to stay up to date on matters regarding healthcare IT security job market trends by reading books, blogs, and watching programs related to the field. I will, furthermore, monitor follow the activities of enterprises on the same field. Other measures I will take include being mindful on what I post on my social media accounts, joining professional associations within my industry to add an executive look on my profile, and writing a perfect résumé and Curriculum Vitae (CV).


Gap Analysis
As can be seen from the above discussion, a lot is acquired from the MSIS program which prepares one for the job market. This pertains to the soft and the hard skills that constituted the program. However, little was done concerning how the students would, actually, get the job. On this regard, lessons such as how to create a perfect CV, improve social media profile and interview skills among others that are aimed at improving one’s brand were neglected. I, therefore, suggest that a few hours of the program be dedicated to such subtle skills which have profound implications on the employability of the graduates.
The existing course can also be expanded by adding Development Planning Sessions (PDP) for identification of the areas of need for students and taking measures to improve them. I also suggest the incorporation of factors that enhance student’s exposure to the professionals in the healthcare cyber-security field. This can be achieved by regularly using visiting lecturers and speakers from the industry, contacting professionals by attending to conferences, encouraging students to join relevant professionals associations and organizations among others.
Additionally, an effective Work Integrated Learning (WIL) approach could be used more. This involves working on areas such as professional identity, active citizenship, networks, etc. WIL is widely regarded as an essential factor for improving the employability of students (Rowe and Zegwaard, 2017). However, I felt like little was done concerning it on the MSIS program. This can be improved by, for instance, requiring integration and appropriate application of previously learned material in the making and justification of work-related decisions. Students can also be encouraged and taught on how to critically reflect on their actions and decisions in work-related activities.	
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